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Anonymous access and authentication control

To configure your Web server’s authentication and anonymous access features, click Edit. Use these features to configure your Web server to confirm the identity of users before granting access to restricted content.

Before your server can authenticate users, however, you must first create valid Windows user accounts and then configure Windows File System (NTFS) directory and file permissions for those accounts..
________________________________________________________________

Anonymous access

Anonymous authentication gives users access to the public areas of your Web or FTP site without prompting them for a user name or password. When a user attempts to connect to your public Web or FTP site, your Web server assigns the connection to the Windows user account IUSR_computername, where computername is the name of the server on which IIS is running. By default, the IUSR_computername account is included in the Windows user group Guests. This group has security restrictions, imposed by NTFS permissions, that designate the level of access and the type of content available to public users.

The following process explains how IIS uses the IUSR_computername account as follows:

1. The IUSR_computername account is added to the Guests group on the IIS computer during setup. 

2. When a request is received, IIS impersonates the IUSR_computername account before executing any code or accessing any files. IIS is able to impersonate the IUSR_computername account because the user name and password for this account are known by IIS. 

3. Before returning a page to the client, IIS checks NTFS file and directory permissions to see whether the IUSR_computername account is allowed access to the file. 

4. If access is allowed, authentication completes and the resources are available to the user. 

5. If access is not allowed, IIS attempts to use another authentication method. If none is selected, IIS returns an "HTTP 403 Access Denied" error message to the browser. 

Important    If you enable Anonymous authentication, IIS always attempts to authenticate the user with Anonymous authentication first, even if you enable additional authentication methods.


Anonymous User Account

Use this dialog box to set the Windows user account used for anonymous connections. By default, the server creates and uses the account IUSR_computername.

Username

Type the name of the anonymous account you created in this box.

Password

Type in the anonymous user account password in this box. The password is used only within Windows; anonymous users do not log on by using a user name and password. Selecting the Allow IIS To Control Password check box disables this box.

Allow IIS To Control Password

To automatically synchronize your anonymous password settings with those set in Windows, select this option. If the password you give for the anonymous account and the password Windows has for the account differ, anonymous authentication will not work.

Important   Password synchronization should only be used with anonymous user accounts defined on the local computer, not with anonymous accounts remote computers.

Authentication Methods
Use this dialog box to configure your Web server to verify the identify of users. You can authenticate users to prevent unauthorized ones from establishing a Web (HTTP) connection to restricted content. 

Basic Authentication

The Basic authentication method is a widely used, industry-standard method for collecting user name and password information.

Client Basic Authentication Process

1. The Internet Explorer Web browser displays a dialog box where a user enters his or her previously assigned Windows account user name and password, also known as credentials. 

2. The Web browser then attempts to establish a connection to a server using the user's credentials. The clear text password is Base64 encoded before it is sent over the network. 

Important   Base64 encoding is not encryption. If a Base64 encoded password is intercepted over the network by a network sniffer, unauthorized persons can easily decode and reuse the password.

3. If a user's credentials are rejected, Internet Explorer displays an authentication dialog window for the user to re-enter his or her credentials. Internet Explorer allows the user three connection attempts before failing the connection and reporting an error to the user. 

4. When your Web server verifies that the user name and password correspond to a valid Microsoft Windows user account, a connection is established. 

The advantage of Basic authentication is that it is part of the HTTP specification and is supported by most browsers. The disadvantage is that Web browsers using Basic authentication transmit passwords in an unencrypted form. By monitoring communications on your network, someone can easily intercept and decode these passwords using publicly available tools. Therefore, Basic authentication is not recommended unless you are confident that the connection between the user and your Web server is secure, such as with a dedicated line or a Secure Sockets Layer (SSL) connection. 

Note   Integrated Windows authentication takes precedence over Basic authentication. The browser chooses integrated Windows authentication and attempts to use the current Windows logon information before prompting the user for a user name and password. Currently, only Internet Explorer versions 2.0 and later support Integrated Windows authentication.
To enable your Web server’s Basic authentication method, select this option. 

 Basic authentication results in the transmission of passwords across the network in an unencrypted form. A determined computer vandal equipped with a network monitoring tool could intercept user names and passwords.

Edit

To configure your Web server to assume a default logon domain, other than the local domain, for users who do not explicitly provide their domain name, click 

 Basic Authentication Domain

Users logging on with the Basic authentication method must belong to a specific domain. A domain is a computer or a network of computers managed as a single administrative entity. When users attempt to log on without specifying a domain, you can configure you server to assume that the users belong to a domain different from the default local domain. 

For example, if your server contains a Web site accessed exclusively by members of the Sales domain, but your server belongs to the Shipping domain, then you can configure that Web site’s Basic authentication default domain to be the Sales domain.

If your Web server does not belong to a network, then the default local domain is the name of your computer.

Digest authentication

Digest authentication offers the same functionality as Basic authentication. However, Digest authentication is a security improvement in the way that a user's credentials are sent across the network. Digest authentication transmits credentials across the network as an MD5 hash, (encrypted) also known as a message digest, where the original user name and password cannot be deciphered from the hash. 

Requirements for Digest

Before enabling Digest authentication on your IIS server, ensure that all of the following minimum requirements are met. Only domain administrators can verify that the domain controller (DC) requirements are met. Check with your domain administrator if you are unsure about whether your DC meets the following requirements: 

All clients that access a resource that is secured with Digest authentication are using Internet Explorer 5.0 or later. 

The user and the IIS server must be members of, or be trusted by, the same domain. 

Users must have a valid Windows user account stored in Active Directory on the DC. 

The domain must have a Windows 2000 or later DC. 

The IIS server must be Windows 2000 or later. 

Integrated Windows Authentication

Integrated Windows authentication (formerly called NTLM, also referred to as Windows NT Challenge/Response authentication) is a secure form of authentication because the user name and password are hashed before being sent across the network. When you enable Integrated Windows authentication, the user's browser proves its knowledge of the password through a cryptographic exchange with your Web server, involving hashing.

Integrated Windows authentication uses Kerberos v5 authentication and NTLM authentication. If Active Directory Services is installed on a Windows 2000 or later domain controller and the user's browser supports the Kerberos v5 authentication protocol, Kerberos v5 authentication is used; otherwise, NTLM authentication is used.

The Kerberos v5 authentication protocol is a feature of the Windows 2000 Distributed Services architecture. For Kerberos v5 authentication to be successful, both the client and the server must have a trusted connection to a Key Distribution Center (KDC) and be Directory Services compatible

Integrated Windows authentication uses a cryptographic exchange with the user’s Internet Explorer Web browser to confirm the identity of the user. 

Once integrated Windows authentication is enabled, your Web server will only use it under the following conditions:

Anonymous access is disabled.

Anonymous access is denied because Windows file system permissions have been set, requiring the users to provide a Windows user name and password before establishing a connection with restricted content.

The following steps outline how a client is authenticated using Integrated Windows authentication: 

1. Unlike Basic authentication, Integrated Windows authentication does not initially prompt for a user name and password. The current Windows user information on the client computer is used for Integrated Windows authentication. 

2. If the authentication exchange initially fails to identify the user, the browser prompts the user for a Windows user account user name and password, which it processes by using Integrated Windows authentication. 

3. Internet Explorer continues to prompt the user until the user either enters a valid user name and password or closes the prompt dialog box. 

Although Integrated Windows authentication is secure, it does have two limitations:

1. Only Microsoft Internet Explorer versions 2.0 and later support this authentication method. 

2. Integrated Windows authentication does not work over HTTP Proxy connections. 

Therefore, Integrated Windows authentication is best suited for an intranet environment, where both user and Web server computers are in the same domain and where administrators can ensure that every user has Microsoft Internet Explorer version 2.0 or later.
___________________________________________________________
IP Address and Domain Name Restrictions 

(This feature is only available for Windows 2000 Server installations.)

To allow or prevent specific users, computers, groups of computers, or domains from accessing this Web site, directory, or file, click Edit. 
LAB: Create a Secure Virtual Web Directory

Create a directory (folder) called     secure   under  c:\inetpub\wwwroot\

Create a user called webmaster


Start > Settings > Control Panel > Users and Passwords


Click Advanced > Advanced

Right click on User  >  New User


Set Up User as:


User name:  webmaster


Full name:   webmaster


Description: Web secure account


Password: 123qwe


Confirm Password:  123qwe


Uncheck   User must change password at next login

Check   Password never expirers


Click Create  >  Close

Create a webmasters Group


Right click Groups > New Group

Group Name:   Webmasters Group


Description: Webmasters Group


Click Add button


Add the user    webmaster    click OK


Close out of the User and Passwords windows

Go to the directory   secure


Right click on secure


Click the Security tab


Click the  Add  button


Add the Webmasters Groups

Uncheck the  -    Allow inheritable permissions from parents to propagate to this object

Click the Copy button on the popup window

Highlight the Webmaster Group and check the Full Control box

Click  Apply  >  OK

Go to the IIS Manager

Start  > Settings  > Control Panel  > Administration Tools  > Internet Services Manager

Create a new Virtual Web Directory


Right click on your Default Web Site


New  >  Virtual Directory


Alias:   secure


Browse to the  C:\Inetpub\wwwroot\secure   directory


Access Permissions:  Read, Run Scripts and Browse


Finish

Open IE and test,   enter  http://localhost/secure   you should get Anonymous access

Change Access


Go back to the IIS Manager and right click on the secure  virtual directory


Click Properties

Click the Directory Security tab


Uncheck the Anonymous and the Integrated Windows Authentication  boxes


Check the Basic Authentication box (click yes on popup window)


Click OK, OK

Stop and Start the Web Server

Close the IE browser (if still open)

Open IE and  test,   enter  http://localhost/secure

You should get a username and password box


Use     webmaster   and   123qwe

To allow anymore users to the secure area 


Create a new user and add them to the Webmasters Group

