Firewall Lab   - Blocking  Port 80  (default HTTP port)              TEC 236
Down load the Firewall Software from:


http://www.planetlinks.com/tec236
Install the software using the defaults (requires a re-start)

Start the Firewall Software 

Start > Program Files > Tiny Personal Firewall > Personal Firewall Engine

Start the Firewall Status 


Start > Program Files > Tiny Personal Firewall > Personal Firewall Status


Minimize
Start the Firewall Administration 


Start > Program Files > Tiny Personal Firewall > Personal Firewall Administration


Check the Firewall Enabled box


Set the slider bar to the middle setting – Ask Me First

Click the Advanced button


Uncheck the Ask for action when no rule is found


Click the Add button (add a port 80 rule)

Description:  HTTP


Protocol:  TCP and UDP


Port Type:  Single


Port Number:  80


Application: Any


Address type:  Any address

Port type:   Single port


Port number:  80


Rule valid:   Always


Action:   Deny


Log when this rule match:  Check

Display alert box when this rule match:  Check



OK



Apply


OK

Apply

Retrive your machines IP

Start > Run > cmd > ipconfig

Enter into IE browser: http://yourmachineIP
You should receive an alert thet access was blocked (make sure you are reading the most recent alert)
The browser should display  -
    The page cannot be displayed

Change the HTTP Firewall rule to  Permit

Start > Program Files > Tiny Personal Firewall > Personal Firewall Administration


Advanced


Double click the HTTP rule


Set the Action to   Permit


OK



Apply


OK

Apply

Enter into IE browser: http://yourmachineIP
You should receive an alert thet access was Permited (make sure you are reading the most recent alert)

The browser should display  the page
Identify the connection in the Firewall status window 


Start > Program Files > Tiny Personal Firewall > Personal Firewall Status
